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1. TAPAMETPbBI OKPYXXEHUSA

Linux / Docker / Kubernetes
Java: 21

PostgreSQL: 14

Kafka

2. HAPAMETPbBI CbOPKHA

2.1. Cuoucok moayJei

as-fiscalization
as-payment
as-payment-gateway
as-payment-page-gateway
as-paytool
as-sber-integrator
as-tbank-integrator
as-vtb-integrator
as-yookassa-integrator

2.1.1. COopxka jar (75 KaK10T0 MOTYJIs)

mvn clean package

Ipumep Dockerfile (Dockerfile y:ke npucyTcTByeT B KasKI0M MO1yJie)

FROM eclipse-temurin:21-jre-alpine
WORKDIR /opt/app

COPY target/*.jar ./app.jar

CMD java -jar ./app.jar

2.1.2. Coopka obpaza (1s KaKI0ro MOTYJIA)

2.2. ¥YcranoBka linux (systemd)

1. CxoMmuIMpoBaTh jar sl KaXKJ0TO MOJYJIs, pa3MECTUTh B /opt/app/

2. Cozpath env (pawiiel ¢ mapaMeTpaMy B BHJIE KIFOY=3HA4YCHHUE IS KaXKIOTO U3
MOyJiel U pa3MmecTuTh B /etc/default/<module name>

3. Coznmatp systemd unit ¢awn ¢ Ha3BaHHEM MOAYJA U Pa3MECTUTh B
/etc/systemd/system/<module name>.unit

[Unit]
Description=<module name>
After=network.target

[Service]

WorkingDirectory=/opt/app
EnvironmentFile=/etc/default/<module name>
ExecStart=/usr/bin/java -jar <module name>.Jjar
Restart=always
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[Install]

WantedBy=multi-user.target

4. BeimoaHuTh

systemctl daemon-reload

systemctl enable <module name>
systemctl start <module name>

2.3. ¥YcranoBka docker

1. Cobpatb 00pa3bl AJs KaKJ10I0 MOYJIs

2. Coznate env ¢auibl ¢ MapaMeTpaMu B BUAE KIOY=3HAUYCHHUE ISl KaXAOTO U3
MOJyJIel U pa3MecTUTh B /opt/app/<module name>

3. 3aIyCTUTh KOHTEWHEPBI KaXKJA0T0 U3 MOYJIEN

docker run -name <module name> --env-file /opt/app/<module name> -d -restart unless-

stopped \ <module image name>
2.4. Ycranoska B kubernetes

1. Cobpatb 00pa3bl 1l KaXKI0TO U3 MOJIYJIEH, OTIIPABUTh B PETUCTPU
2. [TpumenuTh MaHU(]ECTHI K KJIACTEPY AJIS KaXA0ro U3 MOIyJIei

# TombkKO Iy gateway MomyJien
kind: Ingress
apiVersion: networking.k8s.io/vl
metadata:
name: <module name>
labels:
app.kubernetes.io/name: <module name>
spec:
rules:
- host: app.example.com
http:
paths:
- path: /
pathType: ImplementationSpecific
backend:
service:
name: <module name>
port:
number: 8080
# n5a Bcex MonyJeln
kind: Service
apiVersion: vl
metadata:
name: <module name>
labels:
app.kubernetes.io/name: <module name>
spec:
type: ClusterIP
selector:
app.kubernetes.io/name: <module name>
ports:
- name: http
protocol: TCP
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port: 8080
targetPort: 8080

kind: ConfigMap
apivVersion: vl
metadata:

name: <module name>

labels:

app.kubernetes.io/name: <module name>

data:

APP ENV EXAMPLE: example value

kind: Secret
apivVersion: vl
metadata:
name: <module name>
labels:
app.kubernetes.io/name: <module name>
stringData:
APP SECRET EXAMPLE: example secret value
type: Opaque
kind: Deployment
apiVersion: apps/vl
metadata:
name: <module name>
labels:
app.kubernetes.io/name: <module name>
spec:
replicas: 1
selector:
matchLabels:
app.kubernetes.io/name: <module name>
template:
metadata:
labels:
app.kubernetes.io/name: <module name>
spec:
volumes:
- name: tmp
emptyDir:
sizeLimit: 1Mi
containers:
- name: <module name>
image: <module image name>

envEFrom:
- configMapRef:
name: <module name>
- secretRef:
name: <module name>
optional: true

ports:
- name: http
containerPort:
protocol: TCP
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volumeMounts:
- name: tmp
mountPath: /tmp

resources:
limits:
cpu: '1'
memory: 768Mi
requests:
cpu: 10m
memory: 640Mi

readinessProbe:
httpGet:
path: /actuator/health/readiness
port: http
scheme: HTTP
initialDelaySeconds: 120
timeoutSeconds: 3
periodSeconds: 10
successThreshold: 1
failureThreshold: 3

livenessProbe:
httpGet:
path: /actuator/health/liveness
port: http
scheme: HTTP
initialDelaySeconds: 200
timeoutSeconds: 3
periodSeconds: 30
successThreshold: 1
failureThreshold: 30

2.5. IlepemeHHBIE OKPY/KEHHS

as-fiscalization

LOGGING LEVEL_ROOT

LOGGING LEVEL ORG_APACHE KAFKA

KIAS BASE-URL

KIAS AUTH URL

ORANGE-DATA-MAPPING CHECK-CLOSE-TAXATION-SYSTEM
ORANGE-DATA-MAPPING PAYMENT-METHOD-TYPE
ORANGE-DATA-MAPPING CHECK-CLOSE-PAYMENTS-TYPE
ORANGE-DATA-MAPPING TAX

ORANGE-DATA-MAPPING PAYMENT-SUBJECT-TYPE
ORANGE-DATA-HTTP BASE-URL

SPRING DATASOURCE URL

SCHEDULER CRON-EXPRESSION START-REPEAT-MESSAGE
SCHEDULER CRON-EXPRESSION START-GET-RECEIPT-STATUS
SCHEDULER CRON-EXPRESSION START-GET-KIAS-TOKEN
SPRING_SSL_BUNDLE_PEM CLIENT KEYSTORE PRIVATE-KEY
SPRING_SSL_BUNDLE PEM CLIENT KEYSTORE CERTIFICATE
SPRING_KAFKA PROPERTIES BOOTSTRAP-SERVERS
ORANGE-DATA-MAPPING KEY

ORANGE-DATA-MAPPING INN

ORANGE-DATA-MAPPING URL
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KIAS AUTH CLIENT-ID

KIAS AUTH CLIENT-SECRET
ORANGE-DATA-HTTP SIGNATURE-PRIVATE-KEY
SPRING_DATASOURCE PASSWORD

SPRING DATASOURCE USERNAME

SPRING SECURITY API-KEY TOKEN

as-payment

INTEGRATION HTTP LOGGING-ENABLED

LOGGING LEVEL ROOT

LOGGING LEVEL ORG APACHE KAFKA

KIAS BASE-URL

KIAS AUTH URL

SPRING_DATASOURCE_URL

SCHEDULER CRON-EXPRESSION START-GET-KIAS-TOKEN
SCHEDULER_CRON-EXPRESSION START-REPEAT-MESSAGE
SCHEDULER_CRON-EXPRESSION START-EMPTY-CONTACTS-NOTIFICATION
AS-PAYTOOL BASE-URL

AS-TBANK-INTEGRATOR BASE-URL
AS-SBER-INTEGRATOR BASE-URL

AS-RSHB-INTEGRATOR BASE-URL
AS-YOOKASSA-INTEGRATOR BASE-URL
AS-VTB-INTEGRATOR BASE-URL

AS-SBER-INTEGRATOR BASE-URL

PAYOUT MERCHANT-ID

PAYMENT AMOUNT FOR CHECK CLIENT PASSPORT DATA
SPRING KAFKA PROPERTIES BOOTSTRAP-SERVERS
SPRING KAFKA TOPICS SEND-FISCALIZATION NAME
CRYPTOGRAM ENABLED

MERCHANT CODE_FOR_CUP
BEAUTIFUL-ERROR_SUPPORT-PHONE

SORM_SEND_ KAFKA-ENABLED

SORM_SEND_ ELASTIC-ENABLED

SORM_SEND LOG-ENABLED

SORM_ELASTIC BASE-URL

SORM_ELASTIC_ INDEX

AS-NOTIFICATION BASE-URL

AS-NOTIFICATION EMPTY-CONTACTS-PROPS RECIPIENTS
AS-NOTIFICATION EMPTY-CONTACTS-PROPS SUBJECT
AS-NOTIFICATION EMPTY-CONTACTS-PROPS TEMPLATE-TYPE
APP LOG HEADER-ENABLED
AS-NOTIFICATION AUTH API-KEY
AS-PAYTOOL AUTH API-KEY
AS-RSHB-INTEGRATOR AUTH API-KEY
AS-SBER-INTEGRATOR AUTH API-KEY
AS-TBANK-INTEGRATOR AUTH API-KEY
AS-VTB-INTEGRATOR AUTH API-KEY
AS-YOOKASSA-INTEGRATOR AUTH API-KEY

CRYPTOGRAM SECRET-KEY-32-SYMBOLS

KIAS AUTH CLIENT-ID

KIAS AUTH CLIENT-SECRET

SORM_ELASTIC PASSWORD

SORM_ELASTIC USERNAME

SPRING DATASOURCE PASSWORD

SPRING_DATASOURCE USERNAME

SPRING SECURITY API-KEY TOKEN

as-payment-gateway
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LOGGING LEVEL ROOT

INTEGRATION HTTP_ LOGGING-ENABLED
INTEGRATION HTTP PAYMENT-PROPERTY BASE-URL
INTEGRATION HTTP_ PAYTOOL-PROPERTY BASE-URL
INTEGRATION HTTP OPERATION-PROPERTY BASE-URL
INTEGRATION HTTP TBANK-INTEGRATOR-PROPERTY BASE-URL
INTEGRATION HTTP SBER-INTEGRATOR-PROPERTY BASE-URL
INTEGRATION HTTP YOOKASSA-INTEGRATOR-PROPERTY BASE-URL
INTEGRATION HTTP RSHB-INTEGRATOR-PROPERTY BASE-URL
AUTH TOKEN CLIENT-KEY-LIST
INTEGRATION HTTP OPERATION-PROPERTY API-KEY
INTEGRATION HTTP PAYMENT-PROPERTY API-KEY
INTEGRATION HTTP_ PAYTOOL-PROPERTY API-KEY
INTEGRATION HTTP YOOKASSA-PROPERTY API-KEY
INTEGRATION HTTP_ SBER-PROPERTY API-KEY

INTEGRATION HTTP RSHB-INTEGRATOR-PROPERTY API-KEY

as-payment-page-gateway

APP AS-PAYMENT BASE-URL

APP LOG HEADER-ENABLED

APP AS-PAYMENT SECURITY TOKEN
APP GATEWAY SECRETKEY

as-paytool

SPRING DATASOURCE URL

LOGGING LEVEL ROOT

LOGGING LEVEL ORG APACHE KAFKA
SPRING DATASOURCE PASSWORD
SPRING_DATASOURCE USERNAME
SPRING SECURITY API-KEY TOKEN

as-sber-integrator

APP_PROPERTY SBER DYNAMICCALLBACKURL
AS-PAYMENT CONFIG BASE-URL

CERT CERTIFICATEPATH

SPRING DATASOURCE URL

LOGGING_LEVEL_ROOT

LOGGING LEVEL ORG _APACHE KAFKA
SPRING_KAFKA PROPERTIES BOOTSTRAP-SERVERS

SBER CONFIG BASE-URL

SBER CONFIG_ STUB-URL

SBER CONFIG USE_STUB

SCHEDULER CRON-EXPRESSION PROCESS START-GET-STUCK-PAYMENTS
SCHEDULER CRON-EXPRESSION ERROR START-PROCESS-SEND-TO-KAFKA
AS-PAYMENT CONFIG AUTH API-KEY

SPRING DATASOURCE PASSWORD

SPRING DATASOURCE USERNAME

SPRING SECURITY API-KEY TOKEN

as-tbank-integrator

SPRING DATASOURCE URL
LOGGING_LEVEL_ROOT

LOGGING LEVEL ORG_APACHE KAFKA
SPRING_KAFKA PROPERTIES BOOTSTRAP-SERVERS
TBANK BASE-URL

TBANK_NOTIFICATION-URL

SCHEDULER CRON-EXPRESSION START-REPEAT-MESSAGE
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SCHEDULER_CRON-EXPRESSTION START-CHECK-SUSPENDED-PAYOUTS-PROCESS
SCHEDULER CRON-EXPRESSION START-CHECK-SUSPENDED-PAYMENTS-PROCESS
NOTIFY-CONFIG RECIPIENTS

NOTIFY-CONFIG SENDER

NOTIFY-CONFIG TOPIC

SPRING_DATASOURCE PASSWORD
SPRING DATASOURCE USERNAME
SPRING SECURITY API-KEY TOKEN
TBANK PASSWORD

as-vtb-integrator

SPRING DATASOURCE URL

LOGGING LEVEL_ ROOT

LOGGING LEVEL ORG_APACHE KAFKA
SPRING_KAFKA PROPERTIES BOOTSTRAP-SERVERS
APP_PROPERTY VTB CONFIG AUTH-BASE-URL
APP_PROPERTY VTB CONFIG VTB-BASE-URL

VTB_BASE-URL

SCHEDULER CRON-EXPRESSION PROCESS START-GET-STUCK-PAYMENTS
SCHEDULER CRON-EXPRESSION ERROR START-PROCESS-SEND-TO-KAFKA
SPRING DATASOURCE PASSWORD

SPRING DATASOURCE USERNAME

SECURITY API-KEY TOKEN

as-yookassa-integrator

SPRING DATASOURCE URL

SPRING_KAFKA PROPERTIES BOOTSTRAP-SERVERS

YOOKASSA BASE-URL

SCHEDULER CRON-EXPRESSION PROCESS START-GET-STUCK-PAYMENTS
SCHEDULER CRON-EXPRESSION START-CHECK-SUSPENDED-PAYMENTS-PROCESS
LOGGING LEVEL_ROOT

LOGGING LEVEL ORG _APACHE KAFKA

SERVER PORT

SPRING_DATASOURCE PASSWORD
SPRING_DATASOURCE USERNAME
SPRING_SECURITY API-KEY TOKEN
YOOKASSA CALLBACK-AUTH_ PASSWORD
YOOKASSA CALLBACK-AUTH USERNAME
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